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The Seventh Domain of Warfare: Fighting Asymmetric 
Financial Warfare Against State and State-Supported 
Non-State Actors 

The Character and Nature of War 

“Carl von Clausewitz’s treatise ‘On War’ theorized that the nature of war, its essence and 
purpose, is unchanging within the human condition. By contrast, its character, the conduct of 
warfare, is in constant flux.”1 In defeating the Axis Powers during WWII, the United States (U.S.), 
and its Allies, through sustained, coordinated, effort, leveraged in varying degrees their industrial, 
financial, military, and civilian resources. Particularly of note was the ability of the U.S. to unleash 
its vast industrial resources to serve as “The Arsenal of Democracy”2 in support of its allies — a 
truly public-private partnership. In containing3 the Soviet Union during the Cold War, the U.S. 
utilized an integrated approach to engage the Soviet Union militarily,4 economically, politically, 
and through “soft power” — the attractiveness of its society and values. Today’s multidomain 
threats to U.S. national security require a reassessment of an approach to counter new and 
evolving challenges that affect the public and private sectors and require a coordinated 
approach.  

The Six Domains of Warfare 

The U.S. Army identifies five areas covered in multi-domain operations: land, air, maritime, space, 
and cyberspace. Potential U.S. adversaries are challenging these areas and competing for 
dominance across the multi-domain environment. Space and cyberspace operations are becoming 
increasingly important.5 According to a report by the Atlantic Council, the private sector is the 
“sixth domain” of modern warfare, and the government needs to protect it.6 

But there is another domain of warfare that has been developing for some time. Today, the war 
against illicit finance traditionally viewed through the prism of compliance and law enforcement 
has evolved into a type of asymmetrical warfare, as its actors are no longer isolated but part of 
institutionalized state and non-state actor activity, i.e., Crime-as-a-Service (CAAS).7 This trend in 
illicit finance has been exacerbated by geopolitical instability, financial statecraft and great 
power conflict,8 the increasing use of the digital asset ecosystem9 in that conflict,10 and artificial 
intelligence (AI) being used to widen the aperture for state and non-state actors to exploit.11 Most 
recently, blockchain analytics show that cryptocurrency is helping to finance the drone revolution 
in the context of war. Specifically, commercially available drones are enabling state and non-
state actors, such as pro-Russia militias and Iran-backed terrorist organizations, to project military 
power in a cost-effective manner. Drone procurement networks of state-backed actors 
increasingly intersect with the public blockchain, while comprehensively sanctioned states, such as 
Iran, are using cryptocurrency to solicit and procure strategic military hardware to further insulate 
its arms acquisition industry from Western-led sanctions.12 
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Trends in Terrorist Financing13 

Terrorist financing (TF) has been treated as a separate category within anti-financial crime (AFC). 
Unlike anti-money laundering (AML), where illicit money is moved to disguise its illicit origins, TF 
generally begins with lawful proceeds being directed to unlawful purposes. In addition, risk 
detection for money laundering (ML)14 generally begins with a financial institution (FI) identifying 
transaction typologies associated with specific customers. In contrast, for many TF cases the 
investigative starting point is not an unusual, anomalous transaction pattern but a named subject, 
an individual, or organization formally designated as a terrorist by state authorities, such as the 
Office of Foreign Assets Control (OFAC) within the U.S. Treasury Department.15 

The Changing Character of Illicit Finance 

The International Coalition Against Illicit Economies (ICAIE) issued its latest strategic intelligence 
report, “Criminals Accelerating Global Illicit Trade by Exploiting Digital Assets, Trade Finance 
Fraud, and other Emerging Transaction Laundering Schemes” (the “2026 ICAIE Report” or “ICAIE 
Report”).16 The report describes how newer schemes of ML and TF, particularly in the digital 
world, are helping to expand the global illegal economy.17 

The 2026 ICAIE Report also highlights that within illicit economies, digital assets and transaction 
“value” schemes are being leveraged by bad actors and criminal networks to finance a global 
ecosystem of criminality and to launder dirty profits across the international trading system, 
digital markets, hubs of illicit trade, risky free trade zones (FTZs), and financial safe havens.18 This 
allows nation-states to avoid or evade economic sanctions and export controls,19 and to generate 
revenue for weapons programs and other threats to global national security.20 

The 2026 Global Terrorism Index (Terrorism Index) notes that AI acts as a force multiplier across 
the entire terrorism ecosystem, as AI-generated propaganda systems produce news bulletins, 
memes, and content at scale.21 Moreover, recruitment automation employs personalized chatbots 
engaging potential recruits continuously, with metaverse environments enabling immersive training 
simulations. The Terrorism Index also noted that financing facilitation through cryptocurrency 
mixing and automated ML reduces traceability.22 

A worldwide network of trade, commerce, and illicit activities is thriving, with the selling and 
buying of legal and illicit goods and services taking place through electronic and digital payouts 
across online connections, global trading systems, e-commerce marketplaces, apps, social media, 
and encrypted channels.23 Globalized trade and tariff disputes have also created new arbitrage 
opportunities for criminals across low-tariff markets, trans-shipment points, fraudulent schemes that 
misuse country of origin declarations, and trade-based money laundering (TBML) that uses 
cryptocurrency for payment settlement.24 As international trade and commerce are further 
digitized, the evolution of today’s payment systems has also altered the security landscapes used 
to detect and fight money laundering and financial crime, particularly as markets shift toward 
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digital currencies and a cashless economy where “value” becomes the operative payment method 
for transactions.25 

Criminals have seized on globalization that exploits digital commerce to finance an international 
ecosystem of criminality and illicit trade that is siphoning trillions of dollars from legal 
economies.26 This criminal activity frequently enables nation-states to fund other activities like 
programs to develop weapons of mass destruction (WMD) and terrorism.  

Geopolitical Instability and Illicit Finance27 

Geopolitical instability and armed conflict serve as a catalyst for funds moving into and out of the 
regions where the conflict occurs. While some of this financial flow may be legitimate, some is 
likely attributable to illicit activity used to fund the conflict. Given this trend, FIs should anticipate 
capital flight and respond by increasing sanctions screening, expanding beneficial ownership 
scrutiny, additional due diligence for entities at higher risk of sanctions evasion and enhancing 
monitoring across higher risk regions.28 Governments should use suspicious activity reports (SARs) 
filed by FIs doing business in conflict regions to help identify funding of activities that implicate 
their national security.29 

2026 United States’ National Proliferation Financing Risk Assessment 

As noted in the 2026 National Proliferation Financing Risk Assessment (the 2026 NPFRA), the U.S. 
faces an elevated threat from illicit actors seeking to finance the proliferation or use of biological, 
chemical, nuclear, or radiological weapons or related materials. Further, global efforts to develop 
adequate legal frameworks and implement effective controls are insufficient to combat the 
proliferation financing (PF) of WMDs. Moreover, the U.S. is exposed to a higher risk of WMD PF 
because of the size of its economy, international prominence of the U.S. dollar, and the industrial 
base that produces sensitive dual-use goods and items. As a result, the U.S. implements a whole-
of-government approach to mitigate WMD PF risk, including when threats target the U.S. financial 
system directly or indirectly.30 

The 2026 NPFRA highlighted two broad typologies relevant to PF: the abuse of the global 
technology ecosystem (Typology 1) and the use of ML techniques to support proliferation activities 
(Typology 2). Under Typology 1, the Democratic People’s Republic of Korea (DPRK) remains 
focused on targeting the IT worker sector to generate revenue. Also, state and non-state actors 
continue to use digital assets to obscure and move funds.31 

Under Typology 2, various threat actors are enlisting intermediaries and exploiting front/shell 
companies to evade sanctions and circumvent export controls.32 The 2026 NPFRA is seeking to 
update the national understanding of WMD PF risk. The U.S. assesses that both state and non-
state actors will accelerate efforts to probe for weaknesses in CPF regimes. Because of the rise of 
new technologies and uneven implementation of PF-targeted financial sanctions (TFS) globally, it 
is also crucial that the public and private sectors33 collaborate to address vulnerabilities in counter 
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proliferation financing (CPF) controls and ensure sound AML/counter terrorist financing (CFT) 
frameworks allow for a proactive approach to anticipate emerging risks.34 

National Security Responses Across Various Domains  

Cyber 

According to a report by the Center for Strategic and International Studies, the U.S. government 
has no hope of deterring, defending and responding to cyber threats unless it begins to integrate 
cyber offense and defense into its own national security strategy. The report notes that the 2025 
National Security Strategy35 mentions offensive cyber operations as part of a comprehensive U.S. 
government response capability.36 Given its global reach and complexity,37 we believe that this 
offensive posture should be extended to illicit finance actors in addition to other more traditional 
methods of addressing cyber security risks.38 

Artificial Intelligence 

As noted above, exacerbating these problems is the use of AI.39 According to a TRM report 
entitled, “2026 Crypto Crime Report,” (the 2026 Report or Report) AI-enabled scam activity 
increased by approximately 500% in 2025, with fraud that once required significant human 
intervention can now scale automatically, adapt immediately, and disperses proceeds before 
investigators can address.40 The 2026 Report also notes that blockchain intelligence tools, e.g., 
network mapping, are reactive, confirming what has happened, but not proactive, and that the 
next phase of defensive AI shifts the focus proactively to detecting emerging infrastructure, 
disrupting networks before they scale, and operating continuously rather than on a case by case 
basis.41 

Building and utilizing the capabilities42 noted above responsibly, along with adequate privacy 
protections and human oversight, will determine whether AI becomes a sustainable advantage for 
compliance and enforcement or an increasing liability.43 

Conclusion 

In a financially connected, technologically sophisticated digital world, there are additional 
targets, different vulnerabilities, different risks, and different weapons we need to consider to 
keep our country and the world safe. The U.S. continues to evolve its current defenses and 
approach44 to this new threat landscape, and its broader evolving financial statecraft response.45 
While deputizing the financial industry to be at the forefront of this new challenge presents issues, 
its vulnerability to evolving state threats necessitates rethinking its traditional compliance-
proactive-reactive approach (e.g., customer onboarding and surveillance) to a more preemptive 
and disruptive one46 as these threats are no longer limited to individual actors but sanctioned by 
countries that are in conflict with the U.S. Whether it be kinetic or hybrid, they all fall increasingly 
under the Seventh Domain of Warfare.47  
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